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Abstract—In today’s data-driven world, the storage and main-
tenance of sensitive information present significant challenges
related to privacy and security. Traditional encryption methods
provide a robust solution for data protection at rest and in
transit. While these encryption techniques are highly effective
at ensuring the confidentiality of data at rest and in transit,
they present challenges when performing operations on the
encrypted data without decrypting it first. This limitation has
significant implications for various applications, especially when
privacy and security are paramount, raising concerns about data
confidentiality during processing. Homomorphic encryption is
a groundbreaking cryptographic technique that addresses this
limitation by allowing computations on encrypted data without
decryption. This paper examines the foundational principles of
homomorphic encryption, its mathematical underpinnings, and
its applicability in real-world scenarios. The paper also discusses
the practical implementation of homomorphic encryption in sen-
sitive data such as academic student records, including its impact
on data storage infrastructure key management, emphasizing its
role in protecting data privacy, enabling secure data outsourcing,
highlighting how it empowers organizations to harness the value
of their data without compromising security. By encrypting
sensitive data using homomorphic encryption, we achieve a dual
goal: data remains confidential even in a breach, and authorized
users can perform computations directly on encrypted data,
eliminating the need for decryption and minimizing privacy risks.

Index Terms—ElGamal, homomorphic encryption, privacy,
security, student records

I. INTRODUCTION

In an age where data plays a pivotal role in shaping
decision-making processes and driving innovation across vari-
ous sectors, the security and confidentiality of sensitive infor-
mation have become paramount. Organizations, from health-
care providers and financial institutions to academic insti-
tutions, must grapple with securely storing and maintaining
sensitive data while still harnessing its value for analytical
and operational purposes [1]. Sensitive data encompasses a
wide array of information, including personal identifiable
information (PII), financial records, medical histories, and
academic transcripts, to name a few. Protecting such data
from unauthorized access, data breaches, and insider threats
is a non-negotiable imperative, often governed by stringent
regulatory frameworks and ethical considerations [2]. Yet,
these same organizations increasingly seek to leverage the
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insights latent within this sensitive data for research, analytics,
and improving services.

Traditional encryption methods, while effective in securing
sensitive data during transmission or when stored at rest,
may fall short when it comes to the comprehensive storage
and maintenance of sensitive data. These methods typically
require data to be decrypted for meaningful use, creating a
vulnerability during decryption [3]. Once decrypted, the data
becomes susceptible to unauthorized access, compromising its
confidentiality and integrity. Moreover, traditional encryption
does not offer a practical solution for performing computa-
tions or analytics on the encrypted data without exposing it
to security risks. This limitation inhibits organizations from
harnessing the full potential of their sensitive data for valuable
insights and operational purposes.

In contrast, homomorphic encryption [4], an innovative
cryptographic approach, enables secure data processing while
data remains encrypted, providing a transformative solution
that addresses the shortcomings of traditional encryption. This
makes it an increasingly attractive option for safeguarding
sensitive data in storage and ensuring its security throughout
its lifecycle.

This research paper delves into secure data storage and
maintenance, specifically focusing on sensitive data. We ex-
plore the transformative potential of homomorphic encryption,
an innovative cryptographic technique that allows computa-
tions on encrypted data without decryption. By enabling secure
data processing while data remains encrypted, homomorphic
encryption promises a breakthrough in data security without
sacrificing data utility.

Our primary objective is to investigate the practical appli-
cation of homomorphic encryption in storing and maintaining
sensitive data. We aim to comprehensively understand how
this technique can be employed across various domains to
safeguard sensitive information while preserving its integrity
and utility. To achieve this, we examine the ElGamal encryp-
tion [5] in homomorphic, focus on various literature reviews,
choose student academic records as an example of sensitive
data, discuss key management strategies, and assess encrypted
calculation considerations within secure data storage. This
system is designed to meet the following objectives:

« Data Encryption: All student academic data, such as



transcripts, is encrypted using homomorphic encryption
before being stored or transmitted.

e Secure Data Storage: Encrypted student records are
stored securely in cloud storage, ensuring that even
administrators or service providers cannot access the
plaintext data without proper authorization.

+ Homomorphic Operations: Authorized users, admin-
istrators, registrars, students, or exam controllers have
access to homomorphic encryption keys that allow them
to perform specific computations on the encrypted data
without decrypting it.

« Data Processing: Common operations like calculating
grade averages or generating reports can be performed
on the encrypted data without revealing sensitive infor-
mation.

¢ Access Control: Role-based access control mechanisms
are implemented to ensure that only authorized personnel
can perform specific computations and access certain
portions of the encrypted data.

The rest of the paper is organized as follows. Section
IT focuses on the background of homomorphic encryption
and how the calculation computation works on encrypted
data, including the ElGamal Encryption procedure. Section III
discusses literature reviews on related work of homomorphic
encryption in sensitive data. The discussion on how the pro-
posed model works is given in section IV. Section V discusses
the implementation of the proposed model on student records
data. Limitations of the proposed scheme and related future
work are in Section IV with the conclusion.

II. BACKGROUND

Understanding the background of homomorphic encryption
and the ElGamal encryption algorithm is important, as both
are critical components of the proposed solution for securing
sensitive data. This part discusses how homomorphic encryp-
tion and Elgamal encryption can be used to store and maintain
sensitive data securely.

A. Homomorphic Encryption

The concept of homomorphic encryption has its roots in the
work of Whitfield Diffie and Martin Hellman, who introduced
public-key cryptography in the late 1970s [6]. However, the
first practical homomorphic encryption scheme, known as
the Paillier cryptosystem, was developed by Pascal Paillier
in 1999. Homomorphic encryption is a type of encryption
that allows computations to be performed on encrypted data
without decrypting it first. This makes it possible to perform
secure data analysis and machine learning on sensitive data
without exposing the data to unauthorized users.

Homomorphic encryption schemes are typically based on
complex mathematical concepts, such as lattice cryptography
or post-quantum cryptography. These schemes work by trans-
forming the plaintext data into a ciphertext representation that
can be operated on algebraically. The result of the operation is
then encrypted again and can be decrypted to reveal the result
of the operation on the plaintext data.

In this proposed model, we will use this FHE technique to
enable the system to compute encrypted data. The registrar is
responsible for generating public and private keys to encrypt
student records data to be able to perform edit or write
operations on the record without knowing the content of
the record itself. On the other hand, the students can send
requests to the server and get results of the encrypted data.
Fig. 1 demonstrates how this system can be used in a secure
computation.
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Fig. 1. Store and retrieve data within a secure computation by Homomorphic
Encryption

B. ElGamal Encryption

ElGamal encryption was introduced by Taher ElGamal in
1985 as an alternative to RSA encryption [7]. It is based on
the Diffie-Hellman key exchange and the discrete logarithm
problem.

ElGamal encryption is a widely used public-key encryption
algorithm named after its creator, Taher ElGamal. It is based
on the mathematical properties of modular exponentiation and
the computational difficulty of solving the discrete logarithm
problem. ElGamal encryption provides confidentiality and data
integrity, making it suitable for securing sensitive data.

III. LITERATURE REVIEW

Gentry [8]] introduced the concept of fully homomorphic
encryption (FHE), a revolutionary advancement that allows
computations to be performed directly on encrypted data with-
out the need for decryption, thereby preserving data privacy
and security. This breakthrough has far-reaching implications
for secure data processing, enabling applications in cloud
computing, secure outsourcing, and privacy-preserving ma-
chine learning. Gentry’s FHE scheme, based on lattice-based
cryptography, has spurred extensive research and development
efforts, creating efficient and practical homomorphic encryp-
tion libraries and systems.

Suwandi et al. [9] discusses the need for an in-depth
analysis of dropout cases in educational institutions to address
sensitive issues and ensure proper handling of the cases.
The paper highlights the risks of creating a single repository
for sensitive information and suggests using homomorphic
encryption. It emphasizes the need for data security to protect
sensitive information from internal and external attacks and
recommends using cryptography to guarantee security.

Hariss et al. [10] discusses the implementation of privacy-
preserving cloud storage using Homomorphic Encryption. It
focuses on a Proof of Concept (POC) scenario of a university



using the cloud for storing and operating on sensitive data. The
main contribution of the application is the utilization of HE
to encrypt different types of data, such as student information,
grades, and indexes, enabling computation on the encrypted
data on the cloud side. It presents the modified Domingo
Ferrer (MDF) encryption scheme as the HE solution for this
application. It describes various queries that can be sent from
the university to the cloud and highlights the security measures
implemented, such as AES encryption, hash functions, and
fake student data to prevent statistical attacks.

Yufeng et al. [11] proposed a secure and trusted student
information management system based on blockchain tech-
nology. The system aims to overcome challenges such as
information silos and difficulties in data sharing. It incorpo-
rates ring signature technology for fine-grained access control
and homomorphic encryption to protect sensitive information
while allowing operations on encrypted data. Overall, the
system offers a solution to the challenges faced in student
information management and sharing, providing enhanced
security, privacy protection, and efficiency.

IV. THE PROPOSED MODEL

In this section, we describe our proposed model of a
comprehensive system proposal that leverages homomorphic
encryption to provide end-to-end security for storing and pro-
cessing sensitive data, such as student records of educational
systems. The proposed system addresses this critical gap by
integrating homomorphic encryption into the data lifecycle.

A. System Model

We choose student records of an educational system for
storage and maintenance using homomorphic encryption for
calculation. We consider the academic transcript an example of
student records where homomorphic and ElGamal encryption
is used for encryption in real-life scenarios. The system design
of the Proposed model is shown in Fig. 2. This system com-
prises the following entities: the registrar, Access control lists,
key manager, student records server, cloud storage, students,
and exam controller, which are discussed below.
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Fig. 2. System model of the proposed scheme.

o The Registrar: The registrar can be considered an
administrative staff collecting sensitive data from stu-
dents or other sources, such as personal identification

information and academic records. The registrar encrypts
the collected data using homomorphic encryption before
sending it to storage.

o Access Control Lists: It defines and manages access
control policies for who can access the encrypted data
stored in the student’s record through cloud storage. This
includes specifying roles, permissions, and authentication
mechanisms. It also logs and monitors access to sensitive
data to detect any unauthorized access attempts.

« Key Manager: It generates, stores, and manages encryp-
tion keys required for homomorphic encryption. This in-
cludes key generation, rotation, and revocation as needed.
It controls the access to encryption keys to ensure that
only authorized entities can perform operations on the
encrypted data.

« Student Records Server: It is a core system of record
(SOR) for higher education institutions and supports
routine administrative and academic activities. It plays
a crucial role in maintaining accurate and secure student
records while facilitating access to authorized users.

« Cloud Storage: Cloud storage for student records refers
to storing student-related data in cloud-based storage
solutions, such as academic records, personal informa-
tion, assignments, and more. It securely stores encrypted
sensitive data of student records, ensuring data integrity
and availability.

o Students: Students are the primary data subjects in the
student records. They often must interact with the system
to provide or update their personal information. This
includes details like contact information, emergency con-
tacts, and changes to their program or major. Students rely
on the student records system to access their academic
records, including grades, transcripts, class schedules, and
degree progress. This information helps them monitor
their academic performance. They can request access
to their own data or specific operations by their need,
which authorized entities process using homomorphic
encryption techniques.

« Exam Controller: Exam Controller in a Student Record
System is pivotal to ensuring the accurate and efficient
management of all examination-related information and
processes within an educational institution. Their re-
sponsibilities encompass various aspects of examination
planning, administration, and record-keeping. The Exam
Controller ensures that grades and exam scores are ac-
curately recorded and maintained in the student records
system. They verify the correctness of grade transcripts.

The proposed system aims to protect the confidentiality and
privacy of student records data using homomorphic encryption
while enabling authorized parties to perform certain compu-
tations on the encrypted data for academic and administrative
purposes.

B. Details Explanation

To provide a detailed explanation of the proposed model for
the storage and maintenance of sensitive student records data
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using homomorphic encryption, we’ll break it down into key
components and steps:

1) Key Generation: Key generation is critical in storing
and maintaining the student records system. These keys play
a pivotal role in the security and functionality of the encryption
process. ElGamal encryption is a public-key cryptosystem that
uses a pair of keys: a public key for encrypting each student’s
transcript and a private key for decryption. With ElGamal
encryption, the registrar generates the private and public keys
x and y accordingly, as shown in Algorithm 1.

Algorithm 1 Key Generation by the Registrar

1: Choose a large prime number, p.

2: Select a primitive root modulo p denoted as g.
3: Generate a private key, x between 1 and p—1.
4: Calculate the public key, y = ¢"x mod p.

o Selection of Parameters

(a) The Registrar chooses a large prime number p and a
primitive root modulo p, g. These parameters will be
used to create both the public and private keys.

(b) These parameters can be considered system-wide con-
stants and are used by all parties involved.

« Private Key Generation

(a) The Registrar generates a secret key, x, which is a
random integer such that 1 <= z < p — 1. This secret
key is kept confidential and should not be shared with
anyone.

o Public Key Derivation

(a) The Registrar calculates the corresponding public key,
y as y = gz mod p. This public key is part of the
system’s parameters and can be shared openly with
students and exam controllers.

2) Encryption of Student transcript by the Registrar: To
encrypt a student transcript, the registrar uses the public key
of the student accessing the record. This encrypts the record
so that the student and exam controller can only decrypt it
with the corresponding private key. The encryption of student
transcripts by the Registrar is shown in Algorithm 2.

Algorithm 2 Encryption

1: For each plaintext message, M, select a random integer k
between 1 and p—2.

2: Compute the ciphertext as follows:
a: Compute cl = g"k mod p.
b: Compute s = y"k mod p.
c: Compute ¢2 = (M * s) mod p.

3: The ciphertext consists of c1 and c2.

o Message Encoding

(a) The Registrar wishes to encrypt a student’s transcript,
represented as a plaintext message M.

o Key Exchange for This Specific Transcript

(a) For each record encryption, the registrar selects a ran-
dom integer k such that 1 <= k£ < p — 1. This random
value k is used only for this particular encryption,
ensuring that the same record encrypted multiple times
produces different cipher texts.

o Calculation of Temporary Values by the Registrar

(a) The Registrar computes two temporary values:

- ¢l = ¢k mod p.
- s =y k mod p.
- 2= (M * s) mod p.

« Ciphertext Generation by the Registrar

(a) The ciphertext for the student’s transcript consists of
the pair (cl, ¢2). This ciphertext is securely stored on
the cloud storage.

3) Decryption by Authorized Party such as Students and
Exam Controllers: The decryption of sensitive student tran-
script data is performed by authorized users (students or
exam controllers) who possess the private key = necessary
for decryption. This ensures that data security and privacy are
maintained while allowing authorized parties to access and
utilize the encrypted transcript as needed. The decryption of
student transcript by the Registrar is shown in Algorithm 3.

Algorithm 3 Decryption

1: To decrypt the ciphertext (c1, c2), the recipient uses their
private key x:

2: Calculate s = ¢1"z mod p.

3: Compute the modular multiplicative inverse of s, denoted
as Siny, such that s x s;,, = 1 (mod p).

4: Recover the plaintext message as M = (c2 * S;p,) mod
p.

« Retrieve the Ciphertext

(a) An authorized party, such as students or exam con-
trollers, receives the ciphertext (c1, c2).

o Shared Secret Calculation

(a) The authorized party, having appropriate access to the
necessary public parameters, computes a shared secret
s as s = c1"x mod p. This shared secret is critical for
decryption.

« Decryption by Authorized Party

(a) The authorized party decrypts the ciphertext to obtain
the original plaintext academic record, M, using the
formula: M = (2 * Sjn,) mod p., where S;n, —
1 represents the modular multiplicative inverse of s
modulo p.

The Registrar, who possesses the private key z, can also
perform decryption when necessary. However, the Registrar’s
primary role is in encryption and managing the public parame-
ters, while authorized parties with appropriate permissions can
perform decryption to access the student’s academic record.
Here, ElGamal encryption, with its public-key infrastructure,
ensures that multiple parties can securely exchange sensitive
student transcripts without sharing their private keys, enhanc-



ing data security and privacy in the student record system.
V. IMPLEMENTATION

Implementing the storage and maintenance of student
records data using homomorphic encryption involves several
steps and considerations. We use ElGamal encryption for ho-
momorphic encryption, adding, multiplying, and dividing the
ciphered values. With this, it encrypts two integers, multiplies
the ciphered values, adds the calculated values, divides for the
actual value in encrypted form, and then decrypts the result.
The step-by-step process of how the system works with a
proper example is discussed below.

1) Input Data: Using a student transcript to encrypt and
store data on cloud storage is an example of data protection
and security. A sample transcript is shown in Fig. 3, which ex-
plains the implementation details of encryption using ElGamal
in Homomorphic encryption.

Summer 2023
Course Code

Course Name Credit Earned Grade Grade Point

CSE115 Computing Concepts 3.0 B+ 3.3

CSE135 Computer Programming 3.0 A 4.0
Semester Total Credits 6.0 GPA 3.65

Fall 2023

Course Code Course Name Credit Earned Grade Grade Point
CSE225 Data Structure 3.0 A- 3.7

CSE135 Data Structure Lab 1.0 A 4.0
Semester Total Credits 4.0 GPA 3.77
Cumulative Total Credits 10.0 CGPA 3.70

Fig. 3. A sample transcript of a student

The registrar inputs a student’s transcript in plaintext form
and converts it into JSON format for encryption, as shown in
Fig. 4.

1
2] "semester_name": "Summer",

3 "semester_year": 2023,

4 "course_code": "CSE115",

5 "Course_name": "Computing Concepts",
6 "credit_earned": 3.0,

7. "grade": "B+",

8 "grade_point": 3.3

9 }

Fig. 4. Academic Transcript in JSON Format

2) ASCII Value: The registrar converts the plaintext of
the transcript into ASCII form. ASCII encoding is used
before encryption to ensure that arbitrary binary data can be
processed and encrypted as text. Encoding data as text makes
it more interoperable across different systems, protocols, and
programming languages. It ensures that data can be transmitted
and stored in a standardized way. When data is encoded into a
text format, it can be checked for validity more easily. This can
help detect and prevent issues caused by invalid or unexpected
binary data. To convert the plaintext form of the CSE115
course is considered. The ASCII value of the course Code
‘CSE115° and the grade ‘B+° is shown in Table L.

TABLE I
CONVERSION OF PLAINTEXT INTO ASCII VALUE
Course Details Plain text ASCII Value
Course Code CSE115 [67, 83, 69, 49, 49, 53]
Grade B+ [65, 43]

3) Encryption: The register encrypts the ASCII value of
the plaintext form by using the student’s public key, Pk.

This array has 6 elements. The 1st element represents ‘C’,
2nd ‘S’, and so on.

4) Addition and Multiplication in Encrypted Data: Here, it
is focused on how the CGPA calculation works in plaintext
format, which is:

CGPA Calculate = Sum(Credit Earned * Grade Point) / Total
Credits

From Fig. 3, we can see that the student gets a B+
and A grade in the CSE115 and CSE135 courses, respec-
tively. The grade points of B+ and A grade are 3.3 and
4.0. Therefore, the total GPA for the summer semester is
(3.0%3.3)+(3.0*%4.0)/(3+3) = 3.65. According to the formula
of CGPA calculation, firstly, we need to multiply completed
( course grade and course credit ). In homomorphic multi-
plication, course code and course credit must be converted
into homomorphic form and multiplied. However, there is an
issue with the ElGamal Homomorphic Multiplication. It does
not give accurate results when multiplying two decimal values
in encrypted form. To solve this problem, multiply the grade
point by 1000, and then it will generate a round value. It takes
two round numbers, then convert that number to homomorphic
form and multiply it. The ElGamal homomorphic addition and
multiplication of credit earned and grade point use are shown
in Fig. 5.

Credit Earned

Grade Point

* Encrypt of Credit Earned and
Grade Point
* Multiply the encrypted value

ElGamal
Homomorphic
Multiplication

Plaintext Encrypt

Fig. 5. Multiplication of Encrypted data

To get an accurate GPA for the summer semester, it is
necessary to divide the addition of (Credit Earned * Grade
Point ) by total credits in homomorphic encryption. The
Elgamal homomorphic division is needed for this calculation.
It performs well when it returns a round value result. For
example, 20 / 5 = 4, Elgamal homomorphic encryption will
return 4; however, when it is 20 / 3, which is 6.66. It does not
return accurate results after the point. To get the accurate result
of division in encrypted form, it needs to keep the rounds in
an array of [Xx,y] so that it’s easier to calculate the division
in encrypted form, which fulfills the partially homomorphic
encryption requirements.

5) Retrieve Data: The register encrypts the student tran-
script by an individual public key of students and the exam
controller. Note that there might be more than these two



entities in the education system that can get access from the
registrar. The registrar outsources the encrypted data to the
cloud storage, including key manager and access control lists.
The students and exam controllers can get the transcript by
logging into student records. Here, we separate the student
records from cloud storage due to the privacy and security of
the encrypted data. The data outsourcing and retrieval process
is shown in Fig. 6.

Homomorphic Encryption of Send Request

Addition and Multiplication Users ask for the transcript and

get the plaintext result from
cloud storage which was in
encrypted form

Send Enorypted (Galculate and Store the,
———
« Calculate GPA encrypted data

Dat
- Calculate CGPA ata

—>
Decrypt Data

Authorized Registrar End Users

Cloud Storage

Fig. 6. Storage and Retrieve Data

6) Overview of the system: The overview of the imple-
mentation scheme is shown in Fig. 7 for better understanding.
The process of the from the inputs to retrieve data is discussed
below.

(a) The registrar takes input by following the transcript of a
student.

(b) The registrar converts data into ASCII value.

(c) The register encrypts data by public keys.

(d) The system performs the calculation on encrypted data.

(e) The register stores encrypted data on cloud storage.

(f) The authorized users send requests for encrypted data.

(g) The authorized users decrypted the transcript and got

results.
Convert data into
ASCII value

+ Grade
« Grade Point
*GPA Decrypt encrypted
- CGPA Store encrypted data A basedyon Get plaintext format
. of the transcript

Total Credits on cloud storage User request pf

Fig. 7. System Design
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7) Comparison: The comparison between the existing mod-
els, discussed in the literature review section, and our proposed
model is shown in Table II.

VI. CONCLUSION

Using homomorphic encryption, we have proposed a sys-
tem model for storing and maintaining sensitive data, such
as student records. It effectively protects sensitive academic
data without compromising the functionality of data storage
and retrieval systems. This breakthrough allows educational
institutions to store and maintain academic records in the cloud
while preserving data privacy and confidentiality. Additionally,
it addresses the challenges associated with key management,
access control, and calculation of encrypted data in homo-
morphic encryption. However, it does not perform division
operations directly on encrypted data as it returns some
garbage value in the round. It is planned to make this system
more efficient in handling many requests and implementing
homomorphic search, performing all create, update, and delete

TABLE II
THE COMPARISON OF DIFFERENT MODELS ON EDUCATIONAL SYSTEMS
Paper Lists Data Domain Encryption Algorithm  Operations
Type performed
. Dropout Data . .
Suwandi et Collection of Somewhat Paillier Additive
al.[9] School
. Students’ . . .
Hariss et indexes and Partially Domingo Additive and
al.[10] grades Ferrer Multiplicative
Student
Yufeng et Information Partially Paillier ~ Multiplicative
al.[11] Management
System
P d Storage and Additi d
ropose! maintenance . itive an
Model academic Fully ElGamal 1 tiplicative
records

operations using homomorphic encryption. It is demonstrated
that homomorphic encryption holds immense promise for
the secure storage and maintenance of academic data. By
combining the power of encryption with the convenience
of cloud storage, educational institutions can balance data
security and accessibility, ultimately enhancing the trust and
privacy of academic records in the digital era.
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