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ABSTRACT

In developed countries, around 90% of the population is covered by health insurance through public or private providers. However,
fraudulent activities account for an estimated 3%-10% of total healthcare expenditures, resulting in financial losses exceeding $300
billion annually. These fraudulent practices erode trust among patients, healthcare providers, and insurers, further complicating
the insurance claim process. Additionally, claim rejection rates due to fraudulent activities are estimated to range between 25% and
35%, which impacts its efficiency and trustworthiness and weakens the industry’s reliability. The digitization of healthcare and the
health insurance industry has amplified the need for robust and trustworthy systems that ensure data security and optimize the
insurance claim process. To address these issues, this paper proposes a system that ensures patient anonymity through secure cre-
dentials and advanced fraud detection mechanisms. Privacy is preserved using cryptographic techniques such as secure hashing
and anonymous credentials, which ensure that sensitive patient information remains confidential throughout the claim process.
Smart contract algorithms are utilized in two scenarios: patient-submitted claims and healthcare provider-submitted claims, ensur-
ing accurate processing and validation while detecting fraudulent activities such as duplicate claims, inflated medical bills, billing
for unprovided services, falsifying patient records, and submitting claims for nonexistent treatments. The proposed system has
been implemented and tested on a blockchain platform, demonstrating its effectiveness in preserving privacy and detecting fraud.
Performance evaluations reveal its scalability and efficiency in managing increased user loads, offering a robust solution to modern
health insurance challenges while fostering trust and operational efficiency among participants.

1 | Introduction of treatments, medications, and necessary services including

diagnostic tests, ultrasonography, and more. Health insurance

Maintaining good health and quality of life is essential for any
human being. Healthcare systems ensure that everyone receives
the necessary medical care and services to lead a healthy and
quality life [1]. Proper and quality treatment is too expen-
sive. Patients often face the challenge of managing the costs

providers step into help patients to face these challenges. With
support from insurance service providers, patients are able to
obtain medical services without significant financial pressure.
Health insurance service providers are also beneficial from this
[2]. The relationship between patients, healthcare providers, and
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insurance companies forms the backbone of an operational and
stable healthcare system, promoting both health services and eco-
nomic growth.

The healthcare industry has been digitized over time. However,
the increasing digitization of healthcare has brought new chal-
lenges, particularly in terms of protecting patient privacy. Sharing
patient’s private data and medical information with health insur-
ance companies is essential for patients to obtain care and submit
insurance claim [3] Concerns arise regarding the management,
storage, and sharing of data. Ensuring patient anonymity plays a
key role in protecting against breaches, identity theft, and unau-
thorized viewing of medical histories [4]. As healthcare data is
highly personal, it is important to create systems that not only
protect this information but also ensure that it is used securely
and appropriately [5].

In addition to privacy concerns, healthcare insurance fraud has
become a major issue, and the financial impact of healthcare
fraud is staggering, costing the industry billions of dollars annu-
ally [6]. In developed nations, nearly 90% of individuals have
access to health insurance, either through public programs or pri-
vate providers [7], fraudulent activities account for an estimated
3%-10% of total healthcare expenditures [8]. The U.S. health-
care system, in particular, faces annual losses ranging from $505
billion to $850 billion, representing 9% to 19% of total health-
care spending [9]. Other regions, such as Europe and Asia, also
face substantial healthcare fraud. In Southeast Asia, countries
like Indonesia, Malaysia, and Singapore encounter similar chal-
lenges, with Indonesia’s insuring around 89% of its population,
yet still grappling with significant fraud issues that add to the
financial strain on the public healthcare system [10]. These fraud-
ulent practices not only result in financial losses exceeding $300
billion annually but also erode trust among patients, health-
care providers, and insurers, further complicating the insur-
ance claim process. Additionally, claim rejection rates due to
fraudulent activities are estimated to range between 25% and
35%, significantly impacting the efficiency and trustworthiness
of the system and weakening the industry’s overall reliability
[11]. This places a financial burden on patients, who end up pay-
ing more due to the increased costs associated with fraudulent
claims. Health insurance claims have been settled through man-
ual reviews and audits [12]. To complete the insurance claims
settlement process, patients need to submit claims with support-
ing documents, which are verified by insurance service providers.
However, this manual approach is inefficient because of its
time-consuming nature. Moreover, manual processes are limited
in their ability to detect complex patterns of fraud, making them
ineffective in addressing the growing challenges in the insurance
industry [13].

The health insurance claim process faces a major issue due to
fraudulent activities, which can be initiated by patients, health-
care service providers, or even health insurance providers [14].
Fraudulent activities weaken the integrity of the system. Patients
try to exploit the weakened system by submitting false claims,
healthcare providers inflate charges, and insurance providers
unfairly deny valid claims. Existing systems for addressing these
issues rely on rule-based engines and data-driven approaches
to detect suspicious activities and ensure compliance. Pri-
vacy preservation methods typically involve encryption, access

controls, and centralized databases to protect sensitive data [15].
While these systems provide some level of effectiveness, they
often fail to address the dual challenges of privacy and fraud
simultaneously. Furthermore, centralized systems remain vul-
nerable to breaches and manipulation, posing risks to patient
confidentiality and eroding trust among stakeholders [16]. This
underscores the need for more secure and integrated solutions.

Blockchain technology offers an innovative solution to these
challenges by providing a decentralized, immutable ledger for
recording transactions [17]. In the context of health insurance
claims, blockchain ensures that patient data and claim records
are tamper-proof, enhancing transparency and accountabil-
ity across stakeholders. Its decentralized and cryptographically
secured architecture has demonstrated transformative poten-
tial across sectors, including education, finance, and health-
care, by offering tamper-resistance and trust without interme-
diaries [18]. For example, blockchain has been effectively used
in enterprise management systems to improve transparency,
data security, and operational efficiency, as demonstrated by the
BAIoT-EMS system, which integrates blockchain and augmented
intelligence for managing small and medium-sized enterprises
[19]. By integrating smart contracts, the system can automate the
claim verification process and enforce predefined rules to detect
and prevent fraudulent activities. As a decentralized approach,
blockchain mitigates the risks associated with centralized sys-
tems, addressing both privacy concerns and fraud detection
effectively [20].

Although blockchain and smart contracts provide a decentral-
ized and immutable framework, they often lack the mecha-
nisms to fully preserve patient anonymity and detect complex
frauds across multiple entities. These limitations hinder their
ability to address the dual challenges of privacy preservation and
fraud prevention comprehensively. Additionally, existing systems
rarely support seamless collaboration among multiple insurance
providers, further complicating the insurance claim process. In
such scenarios, innovative consensus mechanisms like B-LPoET
offer an efficient solution by utilizing lightweight multithread-
ing to reduce computational overhead and enhance transaction
throughput [21].

This paper proposes a comprehensive solution to address the
dual challenges of privacy preservation and fraud detection
in health insurance claims. The proposed model enables both
patients and healthcare providers to submit claims securely,
ensuring patient anonymity while effectively detecting fraud-
ulent activities. Figure 1 illustrates the architecture of the
proposed privacy-preserving and fraud-resistant health insur-
ance claim system. The model supports two parallel scenarios:
patients and healthcare providers can both submit insurance
claims.

To preserve privacy, the system ensures that patients’ medical
data remains anonymous from health insurance providers dur-
ing the claim process. This is achieved using SHA-256-based
anonymous credentials, which allow sensitive information to
be encrypted and anonymized while enabling claim valida-
tion without revealing the underlying medical data. By main-
taining anonymity, the system safeguards patient privacy and
ensures compliance with data protection requirements. For fraud
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detection, the model identifies activities such as false identity,
duplicate claims, inflated charges, and policy misuse and so forth.
Smart contract algorithms automate the validation of claims,
enforcing predefined rules to analyze both patient-submitted and
healthcare provider-submitted claims. These mechanisms pro-
vide transparency and accountability across all participants with-
out compromising privacy. This approach not only addresses
the critical need for privacy preservation but also fosters trust
within the health insurance ecosystem. By enabling seamless
interactions among patients, healthcare providers, and multi-
ple insurance providers, the system offers a scalable and effi-
cient solution to modern health insurance challenges. The key
contributions and highlights of this paper are summarized as
follows:

« Privacy Preservation: The proposed system ensures the
anonymity of patient data through the use of anonymous cre-
dentials and secure hashing techniques, safeguarding sen-
sitive information from unauthorized access and ensuring
that patient privacy is maintained throughout the claim
process.

« Fraud Detection: By using smart contracts, the system
automates the detection and prevention of fraudulent activ-
ities, addressing misconduct from both patients and health-
care providers. The system effectively identifies and mit-
igates fraud scenarios such as duplicate claims, inflated
charges, and policy misuse.

« Integration with Multiple Insurers: The system enables
smooth interactions among patients, healthcare providers,
and multiple health insurance providers, ensuring scalabil-
ity, flexibility, and efficient management of insurance claims
across diverse entities.

Architecture of the proposed privacy-preserving and fraud-detection-enabled health insurance claim system.

« Implementation of Proposed Model: The proposed
model has been implemented on the Hyperledger fab-
ric platform. Sensitive data from patients are securely
stored in decentralized InterPlanetary File System (IPFS). A
web-based user interface is also developed to interact with
the blockchain platform, for example, submitting insurance
claims. A detailed performance evaluation is also carried out
to demonstrate the scalability of the solution.

The remainder of this paper is structured as follows: Section 2 dis-
cusses the foundational concepts and technologies used, focusing
on privacy-preserving patient data, anonymous credentials, and
common frauds in health insurance claims. Section 3 reviews
the existing literature, categorizing studies on fraud detec-
tion, privacy-preserving techniques, and combined approaches.
Section 4 outlines the proposed model, explaining its key com-
ponents and methodology, including threat modeling, claim sub-
mission scenarios, and fraud detection mechanisms. Section 5
details the system implementation, highlighting the technolo-
gies used and the working process. Section 6 evaluates the sys-
tem’s performance through metrics such as data writing, claim
validation, and fraud detection. Finally, Section 8 concludes the
paper, summarizing contributions and proposing directions for
future work.

2 | Preliminaries

The preliminaries section provides foundational concepts and
necessary definitions for understanding data privacy preserva-
tion and fraud detection mechanisms in the healthcare insur-
ance claim settlement process. The primary goal is to ensure the
anonymity of the patient, preserve the privacy of the data, and
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address the various forms of fraud that can occur during the
claims process.

2.1 | Privacy-Preserving Patient Data

In today’s modern healthcare system, ensuring the protection of
patient data is a top priority [22]. When patients submit claims to
insurers, they are often required to share a significant amount of
personal and medical information, including details about their
diagnoses, treatments, and other identifying data. This informa-
tion, while necessary for claim verification and processing, is
highly sensitive and, if improperly managed, poses substantial
privacy risks. The need for healthcare providers and insurers to
access this data creates multiple touch points where information
can potentially be exposed, leading to a heightened risk of unau-
thorized access, data breaches, and misuse of sensitive personal
data [23].

The current practice of sharing detailed medical informa-
tion with insurers highlights the limitations in traditional
privacy-preserving methods, which often do not account for the
complexities of healthcare data exchange. Once data leaves the
hands of healthcare providers, patients lose control over how
it is stored, accessed, and used, especially as it passes through
various intermediaries [24]. Therefore, there is an urgent need
for advanced privacy-preserving mechanisms that minimize the
extent of data shared and restrict access strictly to authorized
entities. Techniques like data anonymization, encryption, and
the use of decentralized systems such as blockchain and IPFS
offer promising solutions. These technologies can help ensure
that only essential information is shared, enhancing the security
of patient data while still allowing insurers to perform necessary
validations [25].

2.2 | Anonymous Credentials for Patient
Privacy

To protect patient privacy in healthcare systems, ensuring
anonymity is essential, especially when sensitive information is
shared with multiple parties [26]. In this research, we aim to
keep the identity of patients anonymous during health insur-
ance claims, allowing only necessary data to be used for ver-
ification without revealing personal details. To achieve this,
we utilize the SHA-256 algorithm, a secure hashing tech-
nique that transforms data into a unique, fixed-length string of
characters.

The SHA-256 algorithm [27] is widely used for its security and
reliability. When patient data are processed through SHA-256, it
is converted into an irreversible hash that cannot be traced back
to the original information. This means that while the health
insurance provider can verify the authenticity of the data, the
actual details of the patient’s identity remain hidden. By using
SHA-256, we ensure that patient information remains confiden-
tial, as only hashed data are shared, providing a layer of privacy
that protects patients’ identities even as their claims are processed
[28]. This approach helps build a secure, privacy-preserving sys-
tem where patients can confidently interact with healthcare

and insurance providers without compromising their personal
information.

2.3 | Fraudsin Health Insurance Claims

Fraud detection in health insurance claims involves identifying
and preventing deceptive activities that lead to wrongful financial
gains by exploiting the insurance system [29]. Health insurance
fraud can be perpetrated by various entities, including patients,
healthcare providers, or even health insurance providers. These
fraudulent activities not only result in substantial financial losses
but also undermine trust in healthcare systems. Below are some
common types of fraud in health insurance claims, categorized
by the entities involved:

e Patient Frauds:

1. Falsifying Medical Conditions: Patients misrepresent
their health status to claim benefits or unnecessary
treatments.

2. Multiple Claims: Submitting multiple claims for the same
treatment across different health insurance providers.

3. Misrepresentation of Identity: Using another person’s
identity to access services or claim benefits.

4. Inflated Claims: Exaggerating the severity of an illness or
treatment needs for higher payouts.

5. Policy Abuse: Patients misuse insurance policies, submit-
ting claims that exceed policy limitations or using emer-
gency services for minor ailments.

e Healthcare Provider Frauds:
Billing for Unprovided Services: Charging insurers for
services not rendered.
Fake Patients: Creating fictitious patient records to bill
insurers for fraudulent claims.
Upcoding: Using inflated billing codes to claim reim-
bursement for more expensive services.
Service Unbundling: Separately billing for services typi-
cally grouped into one procedure, increasing total claim
amounts.
Phantom Billing: Billing for services or items never pro-
vided to the patient.
Self-Referral Fraud: Referring patients to services or enti-
ties in which the provider has a financial interest, increas-
ing profits through unnecessary referrals.

e Joint Frauds by Patients and Healthcare Providers:
Duplicate Billing: Colluding to submit multiple claims for
the same service or procedure, either through different
insurers or by modifying claim details.

Fabricated Procedures: Performing unnecessary proce-
dures or exaggerating treatment needs to claim higher
reimbursements.

Misrepresentation of Coverage: Misleading patients
about their insurance coverage or submitting claims for
services outside of coverage.

e Health Insurance Provider Frauds:
Denying Legitimate Claims: Unjustifiably denying valid
claims to avoid payouts, often citing minor discrepancies
or documentation issues.
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Commission Fraud: Manipulating commissions or pay-
ments associated with claims for additional profit.

These categories illustrate various methods of fraud in health
insurance claims, each requiring specific detection strategies.
Understanding these fraud types can help healthcare systems
and insurers implement more effective mechanisms to safe-
guard against fraud, protect patient privacy, and prevent financial
losses.

3 | Literature Reviews

Research on privacy preservation and fraud detection in health-
care and insurance systems has made significant advancements,
leveraging technologies like blockchain and cryptography to
address the limitations of traditional methods. Below, key stud-
ies are reviewed, highlighting their contributions and relevance
to the challenges of ensuring patient privacy and detecting fraud.

Chase and Lauter (2011) [30] introduced one of the earliest
frameworks for an anonymous healthcare system. Their work
focused on safeguarding patient privacy through advanced cryp-
tographic techniques, enabling claim verification without reveal-
ing sensitive medical records. The proposed system utilized
token-based authentication and delegated credentials to protect
user identities while allowing secure data sharing for claim pro-
cessing. This foundational study emphasized the importance
of unlinkable transactions and privacy-preserving mechanisms,
offering a model that influenced future research in healthcare
data security. However, the reliance on token-based authentica-
tion and centralized trust introduced potential vulnerabilities to
breaches and manipulation. This system did not address fraud
detection, leaving a critical gap in its applicability to real-world
healthcare systems.

Zhang et al. (2016) [31] expanded on this by proposing
the Fairness-Aware and Privacy-Preserving protocol, a system
designed to ensure secure online insurance calculations while
maintaining user privacy. The protocol employed certificateless
signcryption to prevent data leakage during communications and
incorporated mechanisms to detect fraudulent user behavior. By
addressing both privacy and fairness, the study demonstrated the
potential for integrating cryptographic tools to enhance trans-
parency and integrity in insurance systems. However, it focused
solely on user honesty without addressing fraudulent activities
originating from healthcare providers or insurers, limiting its
scope. Additionally, the computational burden of signcryption
could pose scalability challenges.

He etal. (2018) [32] focused on blockchain technology to improve
transparency and privacy in health insurance claims. Their sys-
tem incorporated attribute-based access control to ensure that
only authorized parties could access sensitive patient informa-
tion. The blockchain framework also automated claim verifi-
cation through smart contracts, streamlining workflows and
enhancing trust among stakeholders. While effective in regu-
lating data access, the system did not provide comprehensive
fraud detection mechanisms, especially for complex fraud pat-
terns involving collusion between multiple stakeholders. Hirtan
et al. (2019) [33] further extended blockchain applications in

e-health by proposing a dual blockchain architecture. This sys-
tem maintained patient anonymity through a public mainchain
while providing flexible access control using a private sidechain.
However, the reliance on trusted nodes for managing the pri-
vate sidechain raised concerns about potential centralization and
limited scalability in high-volume environments. Together, these
studies showcased blockchain’s potential to address data security
and privacy challenges in decentralized environments.

Li et al. (2022) [34] proposed EHRChain, a blockchain-based
electronic health record system that integrated attribute-based
encryption (ABE) and homomorphic cryptosystems. This
approach enabled secure medical data sharing while ensur-
ing fine-grained access control and privacy protection. The
system also supported dynamic permission updates, making
it adaptable to various use cases. However, the computational
overhead of homomorphic encryption could hinder its adoption
in large-scale healthcare systems. Similarly, Al Omar et al. (2021)
[35] designed a blockchain-enabled healthcare platform for
smart cities, focusing on managing electronic medical records
and insurance policies securely. Their work combined Ethereum
blockchain with cryptographic tools to ensure transparency and
scalability, addressing the challenges of managing large datasets
in urban healthcare settings. While it effectively managed
large datasets, the system’s dependency on a public blockchain
introduced latency and cost concerns, limiting its efficiency in
real-time operations.

Al Nuaimi et al. (2022) [36] developed a blockchain system for
automating prescription drug insurance claims, leveraging smart
contracts and IPFS for efficient data storage, and retrieval. The
system streamlined claim processing while maintaining confi-
dentiality and data integrity. Although the system streamlined
claim processing, it lacked robust privacy-preserving mecha-
nisms to prevent data exposure during storage and retrieval. Al
Amin et al. (2024) [37] introduced a blockchain-based multisig-
nature claim processing system that enhanced transparency and
minimized fraud in health insurance. By requiring multistake-
holder approval for claims, the system ensured accountability
and reduced the risk of fraudulent activities. However, the frame-
work did not focus on fraud detection, leaving vulnerabilities in
cases of malicious behavior by healthcare providers or insurers.

These studies collectively highlight the progress in creating
privacy-preserving and fraud-resistant systems for healthcare and
insurance. However, limitations such as insufficient fraud detec-
tion, scalability challenges, reliance on centralized components,
and incomplete privacy preservation underscore the need for
more robust solutions. Building on these advancements, the pro-
posed model integrates comprehensive privacy-preserving mech-
anisms and fraud detection strategies to address these gaps, pro-
viding a secure, scalable, and efficient solution for modern health
insurance systems.

Building on these foundational works, existing research can be
categorized into three areas: fraud detection, privacy-preserving
techniques, and combined approaches that address both fraud
detection and privacy preservation in health insurance claims.
Fraud detection focuses on identifying anomalies and irregu-
larities in health insurance claims that can compromise the
integrity of the system. Privacy-preserving techniques aim to
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secure sensitive patient data using advanced security methods.
Combined approaches integrate these aspects to create compre-
hensive systems.

Fraudulent activities in healthcare insurance claims are a signifi-
cant concern, leading to substantial financial losses for insurance
providers and increased costs for consumers. Numerous research
efforts have been dedicated to developing robust systems to detect
and mitigate such fraud. The existing literature highlights diverse
methodologies, including machine learning, data mining, and
blockchain-based solutions, to tackle this challenge.

Table 1 provides a detailed comparative analysis of these method-
ologies, including their objectives, techniques, results, and limita-
tions. It offers a comprehensive overview of existing approaches,
highlighting key advancements and areas for improvement in
healthcare fraud detection systems.

The fraud detection category addresses healthcare insurance
fraud using methods like anomaly detection, clustering, machine
learning, and blockchain. These methodologies enhance fraud
detection by improving data integrity, automating processes, and
ensuring transparency. However, challenges such as scalability,
computational demands, and integration with legacy systems
persist. The reviewed studies underscore the need for scalable,
efficient, and privacy-preserving solutions to effectively tackle
fraud detection and data security. A closer examination of the
reviewed methods reveals that prior studies often suffer from
high class imbalance, limited dataset generalizability, computa-
tional overhead, and insufficient handling of rare fraud patterns,
factors that restrict their practical deployment and underscore
the need for more scalable, efficient, and privacy-aware solutions.

The increasing digitization of healthcare data has amplified
concerns about patient privacy. Privacy-preserving techniques
aim to secure sensitive medical information against unautho-
rized access while ensuring data usability for legitimate pur-
poses [43]. Blockchain technology has emerged as a popu-
lar solution, offering a decentralized ledger that secures data
integrity and enables patient-controlled access. Techniques such
as self-sovereign identity (SSI) and ABE have also been explored
to enhance access control and safeguard patient privacy.

Despite these advancements, privacy-preserving systems
often face challenges related to scalability and integration.
Blockchain-based solutions, for instance, are associated with
high computational costs and latency, especially when applied
to real-time healthcare systems. Similarly, techniques like secure
multiparty computation (SMPC) are effective in ensuring data
confidentiality but can become computationally expensive as
the number of parties involved increases. Table 2 provides a
detailed summary of recent advancements in privacy-preserving
healthcare systems, highlighting the objectives, methodologies,
technologies, and limitations of various studies.

Combining privacy-preserving techniques with fraud detection
mechanisms has gained significant attention as a means to
address the dual challenges of data security and fraudulent activ-
ity in healthcare insurance claims. Blockchain and smart con-
tracts are often at the core of these integrated approaches, pro-
viding both a secure data-sharing platform and automated fraud

detection capabilities. However, existing integrated approaches
frequently encounter limitations, including high computational
costs, increased latency during real-time processing, and imple-
mentation complexities, all of which restrict their widespread
adoption.

Table 3 presents a comparative analysis of recent studies that inte-
grate privacy-preserving techniques with fraud detection mecha-
nisms in healthcare systems, including our proposed model. Prior
research has made notable strides using advanced methodolo-
gies such as blockchain, machine learning, cryptographic algo-
rithms, and smart contracts, which have shown promise in mit-
igating healthcare insurance fraud while protecting patient pri-
vacy. Nevertheless, most existing approaches tend to focus on
either fraud detection or privacy preservation in isolation. The
limited number of integrated solutions often face significant chal-
lenges, including high computational overhead, limited scalabil-
ity, and complex implementation.

Our proposed model addresses these limitations through a com-
prehensive framework that combines blockchain technology
with IPFS-based decentralized storage, SHA-256-based anony-
mous credential generation, and smart contracts. This design
ensures strong privacy preservation, efficient fraud detection,
and enhanced scalability. The use of SHA-256 hashing and IPFS
allows patient identities and sensitive medical data to remain
anonymized and securely stored. Additionally, smart contracts
automate the validation processes, minimizing manual interven-
tion and improving the accuracy of fraud detection. Performance
metrics have also been included to enable more effective bench-
marking and facilitate a clearer comparison of each study’s out-
comes. Performance analysis further demonstrates the system’s
effectiveness, highlighting reduced latency, optimized resource
utilization, and greater practicality for real-world deployment
compared to existing solutions.

4 | Proposed Model

Our model integrates anonymity, blockchain, IPFS, and smart
contracts to ensure secure and privacy-preserving healthcare
insurance claims. The system involves three main entities:
Patient, Healthcare Provider, and Health Insurance Provider. The
focus of the model is to maintain the anonymity of patients
while allowing both the patient and healthcare provider to sub-
mit claims to the insurance provider. Blockchain ensures that
all interactions are transparent, immutable, and traceable, while
IPFS secures off-chain storage of patient data. An overview of the
roles of each entity, followed by detailed descriptions of the two
scenarios: Claim by patient and claim by hospital are given below.

« Patient: The patient provides their Patient ID to the health-
care provider to receive services. In some cases, the patient
can submit a claim directly to the insurance provider using
a service token issued by the healthcare provider.

« Healthcare Provider: The healthcare provider generates an
anonymous credential that includes the necessary details,
such as the Patient ID, Service Token, and Timestamp,
and stores this securely on the blockchain. The healthcare
provider may also submit the claim on behalf of the patient.
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« Health Insurance Provider: The insurance provider receives
claims from either the patient or the healthcare provider and
verifies them using smart contracts on the blockchain. Once
verified, the insurance provider processes the payment if the
claim is valid.

4.1 | Threat Model

The proposed system is designed to ensure patient anonymity.
This approach ensures that no other entities, including the
health insurance provider, can directly access or modify sen-
sitive patient information. The healthcare provider generates
anonymous credentials that encapsulate patient details in a
secure, encrypted format, maintaining privacy throughout the
claim process. Additionally, all communication between enti-
ties occurs through secure channels using SSL (Secure Sockets
Layer) to prevent unauthorized access or tampering during data
transmission [54].

In this system, we assume that there are no external attackers
attempting to compromise its operations. This assumption sim-
plifies the security requirements and enables a focused approach
to managing risks originating from internal entities. The absence
of external threats allows the system to emphasize secure com-
munication and robust data handling mechanisms between
the patient, the healthcare provider, and the health insurance
provider.

However, internal attacks remain a significant concern, as dis-
honest behavior or fraud can originate from any of the enti-
ties involved [55]. Patients may misuse anonymous credentials
to submit false or duplicate claims. Healthcare providers may
attempt to fabricate claims for services not rendered or create
fraudulent patient records. Similarly, health insurance providers
can act unfairly by rejecting valid claims or manipulating claim
processing.

4.2 | Security and Privacy
The proposed system is designed to ensure the following critical
security and privacy properties:

« Pseudonymity: Patients in our system are identified
through anonymous credentials. This ensures that actual
identities remain hidden and that healthcare data cannot be
associated with particular individuals without proper autho-
rization.

« Privacy: Sensitive patient data are anonymized with cryp-
tographic credentials, and are stored inside off-chain via
IPFS, ensuring decentralized and tamper-resistant storage.
Healthcare providers have access to full patient data dur-
ing treatment, while health insurance providers only access
anonymized claim data, preventing direct access to sensi-
tive patient information. This separation ensures privacy
throughout the claim verification process.

« Integrity: The system ensures data integrity by validating
that patient information, service records, and claims remain
consistent throughout the life cycle. Any modification or

mismatch is flagged, ensuring that only original, unaltered
data are accepted, reflecting the actual medical services
provided.

« Accountability: Every transaction is recorded and trace-
able, ensuring that all interactions with patient data are
traceable and auditable.

« Security: Data are stored securely to prevent any kind of
unauthorized access or alteration.

4.3 | Claim Submission

The claim submission process in the proposed system is designed
to ensure privacy, security, and efficiency. It facilitates interac-
tions between patients, healthcare providers, and health insur-
ance providers while maintaining the anonymity of sensitive
patient data. The system supports two distinct scenarios for sub-
mitting claims: one where the patient directly submits the claim
and another where the healthcare provider submits the claim
on behalf of the patient. Both scenarios leverage blockchain
and IPFS to securely store and manage data, and smart con-
tracts to validate claims. Below, we describe each scenario
in detail.

4.3.1 | Scenario 1: Submission of a Claim by the
Patient

In this scenario, the patient takes the initiative to submit the
insurance claim directly to the insurance provider. The health-
care provider acts as the intermediary by issuing a service token
and creating an anonymous credential. This process ensures
patient privacy and the legitimacy of the claim throughout the
entire procedure. The claim of the patient is shown in Figure 2
and consists of the following steps:

1. Share Patient ID: The patient shares their Patient ID with
the healthcare provider to receive healthcare services.

2. Service Token Issued: The healthcare provider generates a
Service Token and provides it to the patient.

3. Anonymous Credential Creation: The healthcare provider
creates an Anonymous Credential that includes the Patient
ID, Hospital ID, Service Token, and a Timestamp. This cre-
dential is securely stored on the Blockchain Network using
IPFS to ensure data privacy.

4. Store Data on Blockchain: The anonymous patient data are
stored on the blockchain via IPFS, ensuring that patient
identity is preserved while still providing access to required
claim information.

5. Submit Claim: The patient submits a claim to the Health
Insurance Provider using the Service Token provided
earlier.

6. Claim Verification: The Health Insurance Provider veri-
fies the claim by using smart contracts on the blockchain.
The smart contract cross-checks the Service Token with the
stored Anonymous Credential to validate the claim.
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FIGURE 2 | Insurance claim submission by a patient to the insurance provider, where the healthcare provider issues a service token to the patient

and creates and stores anonymous patient data to IPFS.

7. Verification Result: The verification result is sent back to the
Health Insurance Provider, confirming whether the claim is
legitimate.

4.3.2 | Scenario 2: Claim Submission by the
Healthcare Provider

In this scenario, the healthcare provider submits the insurance
claim on behalf of the patient. Although the overall process
is similar to Scenario 1, the key difference lies in who initi-
ates the claim submission. In this case, the healthcare provider
assumes the responsibility of submitting the claim directly to
the insurance provider, ensuring that the patient’s data remain
anonymous and the claim is processed efficiently. The process is
depicted in Figure 3 and consists of the following steps:

1. Share Patient ID: As in Scenario 1, the patient shares their
Patient ID with the healthcare provider to receive health-
care services.

2. Service Token Issued: The healthcare provider generates a
Service Token for the patient.

3. Anonymous Credential Creation: The healthcare provider
creates an Anonymous Credential containing the Patient
ID, Hospital ID, Service Token, and Timestamp, which is
stored on the Blockchain Network via IPFS.

4. Store Data on Blockchain: The anonymous data are
recorded on the blockchain, ensuring that patient data
remains private and immutable.

5. Submit Claim by Healthcare Provider: Instead of the patient
submitting the claim, the healthcare provider submits the
claim directly to the Health Insurance Provider using the
stored anonymous credentials.

6. Claim Verification: The Health Insurance Provider verifies
the claim by checking the Anonymous Credential stored on
the blockchain through smart contracts.

7. Verification Result: Once the claim is verified, the result is
sent back to the Health Insurance Provider, allowing them
to proceed with payment if the claim is valid.

4.4 | Algorithms for the Smart Contracts

The proposed system incorporates two distinct models to address
fraud detection and privacy preservation in health insurance
claims: Scenario 1, which handles claims submitted directly by
patients, and Scenario 2, which focuses on claims initiated by
healthcare providers. At the core of both scenarios is the gener-
ation of an Anonymous Credential (AC), which ensures patient
privacy by anonymizing sensitive data. The AC is created by hash-
ing individual components such as the patient’s unique identi-
fier, the healthcare provider’s identifier, the service token, and
a timestamp, and then concatenating these hashes to produce a
secure and irreversible credential. Each model employs a detailed
algorithm integrated with blockchain and smart contracts, lever-
aging the AC to verify claims while protecting patient identity.
Together, these scenarios create a comprehensive framework to
detect fraudulent activities across different entities while preserv-
ing data privacy.

4.4.1 | Generation of Anonymous Credentials
for Privacy Preservation

The anonymous credential plays a central role in the proposed
system, ensuring privacy preservation and secure data han-
dling during health insurance claims. By anonymizing sensitive
information such as the patient’s identifier, healthcare provider
details, and service records, the anonymous credential safeguards
personal data from unauthorized access or misuse. The credential
is designed as a unique, irreversible identifier that links essential
data components while maintaining anonymity. This approach
is integrated seamlessly into the fraud detection and validation
processes, enhancing both the security and privacy of the system.
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FIGURE 3 | Insurance claim submission by the healthcare provider to the insurance provider, where the healthcare provider creates a service token
that is included in the insurance claim and anonymous patient data that is stored in IPFS.

ALGORITHM 1 | Anonymous credential generation.

Input: Patient_ID, Hospital_ID, Service_Token, Timestamp
Output: Anonymous Credential (AC)
Steps:
: Compute individual hashes:
: Patient_ID_Hash « sha256Hash(Patient_ID)
: Hospital_ID_Hash « sha256Hash(Hospital_ID)
: Service_Token_Hash « sha256Hash(Service_Token)
: Timestamp_Hash « sha256Hash(Timestamp)
: Concatenate the individual hashes:
: AC « Patient_ID_Hash + Hospital_ID_Hash +
Service_Token_Hash + Timestamp_Hash
8: return Anonymous Credential (AC)

N O R WD

The generation algorithm for the anonymous credential is
straightforward yet robust. It begins by hashing four critical data
components: the patient identifier, healthcare provider identi-
fier, service token, and timestamp, using the SHA-256 hash-
ing algorithm. Each hash is unique and irreversible, ensuring
the confidentiality of the original data. These hashes are then
concatenated in a predefined order to create the final anony-
mous credential, which serves as a secure and anonymized
link between patient data and claims. This process ensures
data integrity and privacy while enabling efficient integration
with blockchain storage and smart contract algorithms, which is
shown in Algorithm 1.

The notation table defines the variables, arrays, and identifiers
used in Scenario 1 and Scenario 2 algorithms, ensuring clar-
ity and consistency. It outlines key components like patient and
provider identifiers, billing codes, claim records, and insurance
policy details. These notations link the algorithms to their data
structures, enabling accurate claim validation and fraud detec-
tion. Table 4 serves as a reference, aligning the algorithmic pro-
cesses with their described roles.

4.4.2 | Algorithm for Fraud Detection and Validation
in Patient-Submitted Insurance Claims

Algorithm 2 outlines the step-by-step process for detecting
and validating potential fraud in insurance claims submit-
ted by patients. It leverages anonymous credentialing, smart
contract-based verification, and blockchain-stored records to
ensure claim legitimacy while preserving patient privacy. The
algorithm performs a series of checks including identity verifica-
tion, service validation, billing accuracy, policy compliance, and
payment validation. Below is a detailed explanation of each phase
of the algorithm:

The algorithm begins by initializing the claim process in lines
1-4. The patient’s unique identifier (Patient ID) is read
and sent to the healthcare service provider (Line 1). The
healthcare provider generates an Anonymous Credential (AC)
using the Patient ID and a Service Token (Line 2).
This credential acts as a pseudonym, ensuring the patient’s
identity is anonymized to protect privacy. These credentials,
along with patient data, are securely stored on a blockchain
network using IPFS and smart contracts (Line 3). Once the
health insurance provider submits a claim referencing the AC
(Line 4), the algorithm transitions to the fraud detection and
validation phase.

The next step focuses on validating the patient’s identity
in lines 5-8. The algorithm retrieves the AC and reads
the Patient Records (PRs[]) and Service Records
(SRs[1) from the blockchain (Line 5). It checks whether the
AC exists in the Patient Records array (Line 6). If the AC is
missing, the fraud is flagged as False Identity or Misrepresentation
of Identity (Line 7). This ensures that the claim originates from
a legitimate patient and prevents the use of stolen or fabricated
credentials. If the AC passes this check, the algorithm moves on
to validating the associated services.
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TABLE4 | Notations used in scenario 1 and scenario 2 algorithms.

Notation

Description

Patient ID

Provider ID
Service_Token
Timestamp
Anonymous_Credential (AC)
Billing Codes

Claim_ Record

Patient Records (PRs|[])
Service Records (SRs(])
Insurance Policy (IP)
Claimed Amount

Max Coverage
Paid_Amount
Recalculated Amount
IRs[]

Unique identifier of the patient applying for insurance claims.

Unique identifier of the healthcare provider.

Token provided by the healthcare service to validate services rendered.

Time at which the service or claim event occurred.

Credential generated by hashing identifiers for privacy preservation.

Codes representing the services or treatments provided.
Record of the claim submitted by the patient or provider.
Array of all patient-related records stored on the blockchain.
Array of all service-related records stored on the blockchain.
Policy details including coverage and claim limits.

Total monetary amount claimed by the patient or provider.

Maximum allowable coverage specified by the insurance policy.

Amount already paid by the insurance provider for the claim.

Amount recalculated based on valid billing codes and costs.

Array of valid insurance records for registered providers.

In lines 9-10, the algorithm verifies whether the AC exists in
the Service Records (SRs[]) array.Ifthe AC is not found
(Line 9), the fraud is flagged as Invalid Service Record (Billing
for Unprovided Services) (Line 10). This indicates that the patient
is attempting to claim insurance benefits for services that were
never rendered. These initial checks for identity and service val-
idation are critical for filtering out fraudulent claims early in the
process.

The algorithm evaluates the claim for duplication in lines 11-12.
It checks the Claim Record to verify whether the Insur-
ance_ ID is null (Line 11). If the Insurance ID is not null,
the fraud is flagged as Multiple Claims Detected (Line 12). This
ensures that patients cannot submit duplicate claims for the same
treatment across different insurance providers, safeguarding the
system from repetitive misuse.

The algorithm performs detailed billing validation in lines 13-22.
First, it verifies if the Billing Codes in the claim exist in
the Patient Records (Line 13). If the codes are missing or
invalid, the fraud is flagged as Fake Billing Code (Line 14). Next,
the algorithm recalculates the total billing amount by extracting
the billingCode, splitting it into service codes (temp []), and
summing up the costs (Lines 16-18). If the recalculated billing
amount does not match the claimed amount, the fraud is flagged
as Inflated Claims Detected (Line 19). These steps ensure that the
claim reflects the actual services provided and prevents exagger-
ated or falsified billing.

In lines 23-33, the algorithm validates the insurance policy and
payment details. It compares the Claimed Amount with the
Max_Coverage specified in the insurance policy (Line 23). If
the claimed amount exceeds the allowed coverage, the fraud is
flagged as Misrepresentation of Coverage (Line 24). It then veri-
fies the Paid Amount in the claim record (Line 28). If no pay-
ment has been made, the claim is approved as valid (Line 29).

However, if the payment is less than the allowable coverage, the
fraud is flagged as Underpayment Detected (Line 31). These final
checks ensure that all claims adhere to policy terms and maintain
fairness for all entities.

4.4.3 | Algorithm for Fraud Detection and Validation
in Healthcare Provider Submitted Insurance Claims

Algorithm 3 outlines the process for identifying fraudulent
behavior in insurance claims submitted by healthcare providers.
It utilizes anonymous credentialing, blockchain-based service
verification, and structured billing validation to ensure the
integrity of claims while protecting provider confidentiality. This
algorithm is designed to detect a wide range of fraudulent pat-
terns, including unauthorized service submissions, fake billing
codes, and overcharging. The step-by-step breakdown below
explains how each component contributes to fraud prevention
and claim validation:

The algorithm begins by initializing the claim process in
Lines 1-4. The healthcare provider’s unique identifier
(Provider ID) and a Service Token are received from
the provider (Line 1). Using these inputs, the provider generates
an Anonymous Credential (AC), ensuring that their identity is
anonymized while maintaining a link to the service data (Line
2). These credentials, along with relevant service records, are
securely stored on the blockchain (Line 3). A claim referencing
the AC is then submitted by the health insurance provider (Line
4), transitioning the algorithm into the fraud detection and
validation phase.

In Lines 5-6, the algorithm validates the provided service
data. It retrieves the Service Records (SRs[]) from the
blockchain and checks if the Service Token exists in the
records (Line 5). If the token is invalid or missing, the fraud is

13 of 25

85U8017 SUOWILLOD aA1I1D) 3|qeol dde au Aq peuienob ae Spie YO ‘s J0Se|n. 10} Aeiq1T 8UIUO A8]IM UO (SUORIPUOD-PUR-SLLBY/LID"AB | 1M AeIq Ul |UO//SdNy) SUORIPUOD pue SWie | 8y} 88S *[9202/20/8T] U0 AriqiT8ulluo A8IM * TdN HeulH usspe|ueg - wers| nreyzeln Aq STE0. ZBUS/Z00T 0T/10p/oo A3 |1m ARq 1 Bul|uo//Sdny Wolj pepeojumoq ‘8 ‘SZ0Z ‘96T8LLSZ



ALGORITHM 2 | Fraud detection while submitting claim by patient.

Input: Patient_ID, Service_Token, Claim_Record, Patient_Records PRs[], Service_Records SRs[], Billing_Codes blling_codes|[], Insur-

ance_Policy IP
Output: Fraud detection results and insurance claim validation
Initialization:
: Read Patient_ID and send to HealthCare Service Provider

: Store AC and associated data on Smart Contract

AW N =

Fraud Detection and Validation:
: Read AC, PRs[], SRs[]
: if AC not in PRs[] then

end if
: if AC not in SRs[] then

: Generate Anonymous Credential (AC) using Patient_ID and Service_Token

: Read claim requests with AC from the Health Insurance Provider

return Fraud: “False Identity or Misrepresentation of Identity”

10: return Fraud: “Invalid Service Record (Billing for Unprovided Services)”

11: end if

12: if Insurance_ID in Claim_Record is not null then
13: return Fraud: “Multiple Claims Detected”
14: end if

15: Validate Billing Codes:

16: if billing_codes[] not in Patient_Record then

17: return Fraud: “Fake Billing Code”

18: else

19: Extract billingCode, Split into service codes temp[], Calculate billByServiceCode

20: if billingAmount # billByServiceCode then

21: return Fraud: “Inflated Claims Detected”
22: end if
23: end if

24: Validate Insurance Policy:

25: if Claimed_Amount > Max_Coverage in IP then

26: return Fraud: “Misrepresentation of Coverage”
27: end if

28: Validate Paid_ Amount in Claim_Record:

29: if Paid_Amount == null then

30: return Fraud: “Insurance Claim is Valid”

31: else

32: return Fraud: “Underpayment Detected”

33: end if

flagged as Billing for Unprovided Services (Line 6). This ensures
that only genuine services rendered by the provider are eligible
for claims.

The next step focuses on validating the provider’s identity in
Lines 7-8. The algorithm verifies whether the Provider ID
exists in the Insurance Records (IRs[]) (Line 7). If the
provider is not found in the records, the fraud is flagged as Fake
Provider (Line 8). This validation ensures that only authorized
providers can submit claims, preventing unauthorized entities
from exploiting the system.

In Lines 9-16, the algorithm validates the billing details sub-
mitted by the provider. It checks whether the Billing Codes
in the claim exist in the Service Records (SRs[]) (Line
9). If the codes are invalid or missing, the fraud is flagged as
Fake Billing Code (Line 10). The algorithm then extracts the
billingCode and recalculates the total billing amount using
the valid codes (Lines 11-16). If the recalculated amount does

not match the claimed amount, the fraud is flagged as Inflated
Billing (Line 16). These checks ensure the accuracy and legit-
imacy of the billing information provided by the healthcare
provider.

The algorithm proceeds to validate the insurance policy and
patient association in Lines 17-20. It checks whether the
Patient_ ID in the claim is associated with an active Insur-
ance Policy (IP) (Line 17). If no valid or active policy is
linked, the fraud is flagged as Policy Misuse (Line 18). This step
ensures that claims are only processed for patients with legiti-
mate, active insurance policies.

Finally, in Lines 21-26, the algorithm checks for duplicate
claims. It ensures that the claim has not already been submit-
ted by the provider (Line 21). If a duplicate claim is detected, the
fraud is flagged as Duplicate Billing (Line 22). If all validations
are successfully passed, the claim is approved as valid (Line 26),
ensuring transparency and fairness in the process.
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ALGORITHM 3 | Fraud detection while submitting claim by healthcare provider.

Input: Provider_ID, Service Token, Claim_Record, Patient Records PRs[]|, Service_Records SRs[], Insurance Records IRs[],

Billing_Codes blling_codes[], Insurance_Policy IP
Output: Fraud detection results and insurance claim validation
Initialization:
: Read Provider_ID and Service_Token

: Store service data and AC on the Smart Contract
: Read claim requests referencing AC

Fraud Detection and Validation:
. if Service_Token not in Service_Records SRs[] then

return Fraud: “Billing for Unprovided Services”

end if
. if Provider_ID not in Insurance_Records IRs[] then
return Fraud: “Fake Provider”
10: end if
11: if Billing_Codes not in Service_Records SRs[] then
12: return Fraud: “Fake Billing Code”

S I S R

N w

: Generate Anonymous Credential (AC) using Provider_ID and Service_Token

13: else

14: Extract billingCode and billingAmount

15: Recalculate billingAmount

16: if Recalculated billingAmount # Claimed billingAmount then
17: return Fraud: “Inflated Billing”

18: end if

19: end if

20: if Patient_ID not associated with active Insurance_Policy then

21: return Fraud: “Policy Misuse”

22: end if

23: if Claim already submitted then
24: return Fraud: “Duplicate Billing”
25: end if
Final Decision:
26: return “Insurance Claim is Valid and Approved”

4.5 | Fraud Detection Model

The Fraud Detection Model integrates blockchain-based smart
contracts and the proposed algorithms to identify fraudulent
activities in health insurance claims. By leveraging the Anony-
mous Credential (AC) and validating claim data against stored
records, the system efficiently detects and flags various types of
fraud. Table 5 outlines the list of potential frauds and their detec-
tion mechanisms.

5 | Implementation of the Proposed System

This section describes the implementation process of the pro-
posed system, focusing on the technologies used and the working
procedure. The system is designed to ensure privacy preservation
and fraud detection while providing a seamless experience for
patients, healthcare providers, and insurance service providers.

5.1 | Technology Used

To implement this system as per the proposed model, we uti-
lized several recent technologies to facilitate efficient, secure,
and privacy-preserving operations. Table 6 below lists the

technologies used, their versions, and their respective roles in the
system.

5.2 | Working Procedure

This section explains the working procedure of the insurance
claim system, detailing each step in the workflow. It outlines
the key steps, including the generation of a patient’s anonymous
credential, secure storage of anonymized patient data on the
blockchain, claim submission by patients and healthcare service
providers, claim verification by the health insurance provider,
and the detection of fraudulent activities. Additionally, it high-
lights how privacy preservation and fraud detection mechanisms
are seamlessly integrated into the system to ensure secure han-
dling of sensitive information, data security, transparency, and
the identification of fraudulent activities during the insurance
claim process.

5.21 | Anonymous Credential Generation
In the first step, the patient shares their personal information,

including Patient ID, Hospital ID, and Service Token, with the
healthcare service provider. The healthcare service provider then
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TABLE 5 | Fraud types and detection procedures by algorithms.

Fraud name

Fraud detection procedure

False Identity or
Misrepresentation of Identity

Billing for Unprovided Services

Fake Billing Code

Inflated Claims

Multiple Claims

Duplicate Billing

Falsifying Medical Conditions

Misrepresentation of Coverage

Fake Provider

Policy Misuse

Underpayment Detected

The system generates an Anonymous Credential (AC) using the Patient ID and
Service Token and stores it on a Smart Contract. If a claim request is submitted, the
system checks whether the AC exists in the Patient Records (PRs[]). If the AC is not

found, it flags the claim as fraud due to false identity or misrepresentation.

The system retrieves the Anonymous Credential (AC) and Service Token from the
claim and verifies their existence in the Service Records (SRs|[]). If the Service Token
or AC is missing, the claim is flagged as fraud due to billing for unprovided services.

The system extracts the Billing Codes from the submitted claim and cross-checks
them against Patient Records (PRs[]) and Service Records (SRs[]). If the codes are not
found in these verified records, the claim is flagged as fraud due to fake billing codes.

The system extracts billing codes from the claim, recalculates the total billing
amount, and compares it with the claimed amount. If the recalculated billing amount
does not match the submitted claimed amount, the claim is flagged as fraud due to
inflated claims.

The system checks the Insurance ID in the claim record against previously submitted
claims. If a duplicate Insurance ID is detected for the same treatment, the claim is
flagged as fraud due to multiple claims.

The system compares the current claim record with previously submitted claims. If
identical billing codes, Patient ID, or Service Token are found in past claims, the
system flags the claim as fraud due to duplicate billing.

The system compares the submitted diagnosis and treatment details in the Claim
Record with the Patient Records (PRs[]). If the claim details are inconsistent with the
patient’s verified medical history, the system flags the claim as fraud due to falsifying

medical conditions.

The system retrieves the Max Coverage and covered services from the patient’s
Insurance Policy (IP). If the claimed amount exceeds the Max Coverage or includes
treatments not covered by the policy, the claim is flagged as fraud due to
misrepresentation of coverage.

The system retrieves the Provider ID from the claim and validates it against the
Insurance Records (IRs[]). If the Provider ID is not found in the verified records, the
claim is flagged as fraud due to a fake provider.

The system retrieves the Patient ID and associated Insurance Policy (IP) details. If no
valid or active policy is found for the patient at the time of the claim, the system flags
the claim as fraud due to policy misuse.

The system retrieves the Paid Amount from the claim record and compares it with
the recalculated valid claim amount. If the Paid Amount is less than the valid claim
amount without valid justification, the case is flagged as fraud due to underpayment

detected.

generates an anonymous credential using the SHA-256 algorithm
to ensure the privacy preservation of the patient. This process
secures the patient’s sensitive information by creating a unique
credential that can be used without revealing personal details. As
shown in Figure 4, the patient input form allows the healthcare
service provider to generate the anonymous credential, ensur-
ing privacy while maintaining a secure link to the patient’s
identity.

5.2.2 | Secure Storage of Patient Data Using
Blockchain

After generating the anonymous credential for the patient,
the healthcare service provider proceeds to store the patient’s

information securely on the blockchain. This includes the
anonymous credential and the associated service token, ensur-
ing that the data remain immutable and cannot be tampered
with. The data are also stored in IPFS to provide decentralized
and reliable storage, enhancing security and availability. By inte-
grating IPFS with the blockchain, the system ensures that sen-
sitive patient data is stored off-chain while its hash is recorded
on-chain, creating a verifiable and tamper-proof link to the data.
Smart contracts are utilized to automate this process, enforcing
predefined rules for data storage and retrieval, thereby maintain-
ing transparency and ensuring that only authorized entities can
access the information.

As shown in Figure 5, the healthcare service provider first creates
the patient record using the anonymous credential and service
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TABLE 6 | Technologies used in the development of the system.

Technology name Version Usage
Node Package Managers 9.8.1 Package management for Node.js modules and dependencies.
NodeJS 18.17.1 Backend development and integration with the blockchain network.
ReactJS 18.1.0 Frontend development for creating a responsive and user-friendly interface.
Material UI 5.0.6 UT components and styling for the web application.
Hyperledger Fabric 2.5.10 Blockchain platform for implementing secure, immutable ledgers.
Hyperledger Fabric SDK 2.2 Node.js SDK for interaction with the Hyperledger Fabric network.
IPFS 0.32.1 Decentralized storage for storing patient data securely.
MySQL 8.0.36 Relational database for storing application metadata.
Docker Engine 3.7 Containerization for deploying system components.
Docker Compose 2.27.0 Multicontainer application orchestration.
CouchDB 342 Document-based database for blockchain states.
Patient Input for Anonymous credential generation
Enter Patient Id:
PATIENT_ID_1
Enter Hospital Id:
HOSPITAL_ID_1
Enter Service Token:
SERVICE_TOKEN_1
Anonymous Credential : 4dbd67bdc6e1ccdd17c61F6bas9a3Be1906e56c3aa7218aF314cab1ba6d37c0d
FIGURE4 | Inputform for generating a patient’s anonymous credential.

token through the “Create Patient” functionality, which securely
stores the data. The successful creation of the patient record is
confirmed with a message displaying the anonymous credential
and service token. Later, the “Read Patient” functionality allows
authorized health insurance provider to retrieve the patient data
securely. This workflow guarantees the preservation of sensi-
tive information, leveraging blockchain, IPFS, and smart con-
tracts to ensure privacy, integrity, and security in the healthcare
system.

5.2.3 | Insurance Claim Verification

In this section, the process of insurance claim verification by the
health insurance provider is discussed. Both patients and health-
care service providers can initiate claims by sharing the anony-
mous credential with the health insurance provider. This cre-
dential is then used to search the patient’s data stored on the
blockchain through the smart contract for claim verification. The
smart contract ensures that the claim is validated based on pre-
defined rules and securely stored data, allowing the detection of
potential frauds.

In the case of a valid claim, the smart contract verifies several
parameters, including the claim’s association with a valid patient
record, the identity of the patient through their anonymous cre-
dential, and the accuracy of the service token linked to the claim.
Once all checks are passed, the claim is marked as “VALID,”
confirming that it adheres to the system’s rules and policies. As
shown in Figure 6, the successful verification process displays the
validity of the claim, ensuring transparency and trustworthiness.

In contrast, for an invalid or false claim, the smart contract iden-
tifies discrepancies such as mismatched anonymous credentials,
invalid service tokens, or attempts to submit fraudulent claims.
‘When such issues are detected, the claim verification fails, and
the status is displayed as “Failed to verify claim.” As shown in
Figure 7, this ensures that fraudulent activities, such as falsifying
medical conditions or billing for unprovided services, are effec-
tively detected and rejected.

By leveraging the anonymous credential and the smart contract’s
fraud detection capabilities, the system guarantees data security
and integrity while maintaining a transparent and robust insur-
ance claim process.
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Patient Data API

Anonymous Credential:
4dbd67bdc6elccdd17c61f6bad9a38e1906e56c3aa7218af314cablb46d37c0d

Service Token:

SERVICE_TOKEN_1

Create Patient

{

Patient Created Successfully!

Anonymous Credential: 4dbd67bdc6elccdd17c61f6bad9a38e1906e56c3aar218ai314cablb46d37cOd
Service Token: SERVICE_TOKEN_1

Anonymous Credential:
4dbd67bdc6elccddl7c61f6bad9a38e1906e56c3aa7218af314cablb46d37c0d

Read Patient

p

Patient Data

Anonymous Credential: 4dbd67bdc6elcc4d17c61f6bad9a38e1906e56c3aar218af314cablb46d37c0d
Service Token: SERVICE_TOKEN_1

\
FIGURE5 | Creatingand storing patient data securely using an anonymous credential and service token.
6 | Performance Analysis work, latency reflects how quickly the system performs criti-

The performance of the proposed system is assessed by evaluat-
ing key operations and their associated resource utilization. This
analysis provides insights into the efficiency, reliability, and scal-
ability of the system in handling privacy-preserving health insur-
ance claims. The system was tested on a machine with the follow-
ing specifications: AMD Ryzen 7 5700U processor, 16 GB RAM,
and 512 GB SSD storage. Performance metrics were measured in
varying user loads, ranging from 1 to 200 concurrent users, focus-
ing on two critical aspects: latency and throughput analysis. It is
important to note that for operations related to writing and stor-
ing patient information, the users are the healthcare provider and
the patient, while for validating legitimate claims and identifying
fraudulent claims, the user is the health insurance provider. This
distinction helps to analyze system performance based on differ-
ent interacting entities.

6.1 | Latency Analysis

Latency refers to the time taken to complete a transaction, mea-
sured in milliseconds (ms), and serves as a key metric for eval-
uating the responsiveness of the system. In the context of this

cal operations such as writing patient data, validating legitimate
insurance claims, and identifying fraudulent activities. Lower
latency results in faster claim processing, reduced wait times, and
an improved user experience, which are essential in real-time
healthcare environments.

As illustrated in Figure 8, the latency remains low when the
system operates under lighter user loads, specifically between 1
to 20 concurrent users, with all operations completing in under
1000 milliseconds. This highlights the efficiency of the system
in low-demand environments. However, as the number of users
increases beyond 50, latency rises steadily across all operations.
This growth in latency can be attributed to processing overhead
introduced by smart contract execution, metadata hashing, and
cryptographic credential generation, especially as the blockchain
network handles concurrent transactions.

Writing patient information exhibits the highest latency overall,
with an initial drop at 10 users followed by a consistent increase
as user load rises. At the highest concurrency level (200 users),
this operation reaches a peak latency of nearly 7900 ms. This is
largely due to the computational demands of generating anony-
mous credentials, encrypting data, and storing patient references
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Insurance Claim Verification

Anonymous Credential:
4dbd67bdc6elccdd17c61i6bad9a38e1906e56c3aa7218af314cablb46d37c0a

Verify Claim

-

Claim for patient : VALID

Identity of patient: VALID

Service Token for patient: VALID

Claim: VALID

Claim Verification Status: VALID

FIGURE 6 | Valid claim verification—successful verification confirming all parameters as valid.

Insurance Claim Verification

Anonymous Credential:
4dbd67bdcbelccdd17c61i6bad9a38e1906e56c3aa7218af314cablb46d37c0d

Verify Claim

Failed to verify claim

FIGURE 7 | Invalid claim verification—failed claim verification due to invalid data or discrepancies.

== Writing Patient Info == Validation Legitimate Claims

Identification Fraudulent Claims
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FIGURE 8 | Latency analysis of patient data writing, claim validation, and fraud detection.

securely in IPFS. The validation of legitimate claims also shows a
sharp increase in latency, peaking at around 7000 ms. This can be
attributed to the additional steps involved in verifying policy cov-
erage, checking billing codes, and ensuring claim authenticity via
smart contract logic. Meanwhile, the identification of fraudulent

claims demonstrates relatively stable latency growth and levels
off after 160 users, peaking at approximately 6000 ms. This sug-
gests that the fraud detection process is more optimized, relying
on streamlined verification rules and pattern matching with his-
torical data.
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Overall, these latency trends confirm that while the system per-
forms well at low to moderate user loads, the growing delay
at higher concurrency highlights areas for optimization. Future
enhancements may include refining smart contract logic, imple-
menting off-chain validation for certain operations, or adopt-
ing parallel processing techniques to improve scalability without
compromising processing speed.

6.2 | Throughput Analysis

Throughput measures the system’s ability to process multiple
transactions per second (TPS) and is a critical metric for evaluat-
ing its efficiency under concurrent user loads. A higher through-
put indicates that the system can support larger volumes of claim
processing without delays, which is essential for real-time health
insurance operations.

As shown in Figure 9, the system exhibits an initial increase
in throughput with growing user loads. The store patient infor-
mation operation reaches its peak around 30 users, with a
maximum throughput of approximately 6.5 TPS. Beyond this
point, throughput declines gradually due to increasing over-
head from encryption, credential generation, and IPFS-related
operations. The validation of legitimate claims operation main-
tains a more stable profile, with throughput increasing up
to 100 users and peaking near 3 TPS. The gradual decline
afterward is attributed to complex verification steps, including
billing code validation and policy rule enforcement via smart
contracts.

In the case of identification of fraudulent claims, the through-
put curve demonstrates notable fluctuations with two significant
peaks-around 50 users and again between 110 and 130 users,
reaching above 6 TPS. These spikes reflect the behavior of the
fraud detection module, which was tested using multiple fraud

scenarios defined in the proposed model. Each fraud type, such as
identity misrepresentation, inflated billing, duplicate claims, and
policy misuse, introduces unique logic paths and execution times.
The observed throughput spikes suggest that under certain com-
binations of fraud patterns and input data, the system optimizes
resource use effectively, leading to higher performance during
those intervals. After the peak, throughput gradually stabilizes,
indicating that computational saturation is reached as user con-
currency increases.

Overall, the throughput behavior confirms that while the sys-
tem is well-optimized for moderate loads, its performance
varies depending on the complexity and nature of the opera-
tion. Fraud detection, benefiting from a flexible and modular
rule-based design, demonstrates the highest scalability among
the three.

6.3 | Analysis of Resource Utilization

A further resource utilization analysis was performed by integrat-
ing the Hyperledger Caliper with the blockchain-based patient
healthcare insurance system. The resource utilization results
are measured in terms of the maximum and average usage
of CPU, memory, incoming traffic, and outgoing traffic. As
shown in Table 7, memory usage is reported in megabytes
(MB), and memory limits are expressed in gigabytes (GB). These
units are widely used to measure and evaluate resource alloca-
tion in computing environments, providing clear insights into
the performance of the Hyperledger Fabric network compo-
nents. Here, two peer nodes (peer0.orgl.example.comand
peer0.org2.example.com)represent the roles of the patient
and the healthcare provider, respectively. The patient peer node
initiates insurance claims, while the healthcare provider peer
node validates and processes these claims, including verifying the
authenticity of the claims.

== Store Patient Information == V/alidation of Legitimate Claims Performance
Identification of Fraudulent Claims Performance
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FIGUREY9 | Throughput analysis of writing patient information, validating legitimate claims, and identifying fraudulent claims under varying
user loads.
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TABLE 7 | Resource allocation metrics for Hyperledger Fabric network components.
Memory usage

Name CPU% (MB)/Limit (GB) Memory% NetI/O (KB) Block I/0O (KB)
peer0.orgl.example.com (Peer node of orgl) 2.47 39.32/14.99 0.26 2.11/2.16 8.19/778
peer0.org2.example.com (Peer node of org2) 2.06 38.53/14.99 0.25 1.95/1.73 0/778
orderer.com (Ordered Node) 0.37 15.98/14.99 0.10 2.09/4.07 81.9/426
ca_orgl (CA for orgl) 0.00 9.258/14.99 0.06 59.7/48.8 36.9/868
ca_org2 (CA for org2) 0.00 9.273/14.99 0.06 59.6/48.6 0/868
ca_orderer (CA for orderer) 0.00 9.078/14.99 0.06 49.6/27.3 0/659

One orderer node (orderer.example.com) controls the
transaction flow and ensures that all transactions are written to
the blockchain in the correct order. Three Certificate Author-
ities (CAs) (ca_orgl, ca_org2, and ca_orderer) provide
membership services for their respective organizations. These
CAs issue certificates that authenticate and authorize the peer
nodes, enabling secure interactions between the patient, health-
care provider, and insurance provider within the blockchain
network.

It is observed that the peer nodes, particularly the healthcare
provider node, consume the majority of the resources due to
the computationally intensive process of verifying claims and
detecting potential fraud. The orderer node also shows notable
resource consumption as it maintains the integrity and order
of transactions within the network. The CAs consume minimal
resources since their primary function is limited to certifi-
cate management. Overall, the analysis demonstrates that the
blockchain-based healthcare insurance system achieves efficient
resource utilization while ensuring the security and integrity of
patient insurance claims.

6.4 | Analysis and Observations

The analysis of the proposed system evaluates its scalability, effi-
ciency, and resource utilization under varying user loads. Below
are the key observations:

« Scalability: The system showed consistent performance for
up to 10 users, with a slight increase in latency for 20 users.

« Efficiency: Valid claim verification was faster compared to
invalid claim verification due to optimized smart contracts.

« Resource Utilization: CPU and memory usage increased lin-
early with the number of users, while disk usage remained
relatively constant.

The performance analysis reveals that the system efficiently han-
dles moderate user loads, maintaining acceptable levels of latency
and resource utilization. Future enhancements could target opti-
mizing smart contracts and refining database interactions to fur-
ther improve scalability.

7 | Discussion

In this section, we provide a comprehensive discussion about
how our system ensures the security and privacy services outlined

in Section 4.2. The goal is to assess how effectively the sys-
tem safeguards healthcare insurance claim data while maintain-
ing patient anonymity and enabling fraud detection. In addi-
tion to rule-based logic and smart contract-driven validation, this
discussion also explores how Machine Learning (ML) can be inte-
grated into the model to enhance fraud detection capabilities.
By analyzing patterns and behaviors across historical data, ML
contributes to more accurate, adaptive, and intelligent identifi-
cation of fraudulent activities, thereby strengthening the overall
reliability and scalability of the system. Finally, we highlight on
the integration of our system with the existing health insurance
systems.

7.1 | Security Analysis

The proposed blockchain-based model ensures critical
attributes of a secure and privacy-preserving system, includ-
ing pseudonymity, privacy, integrity, accountability, and overall
security.

Pseudonymity: Our system uses SHA-256 hashing to generate
anonymous credentials that obscure a patient’s actual identity.
These credentials are dynamically created using a combination
of identifiers, as implemented in the credential generation mech-
anism. The algorithm concatenates the Patient_ID, Hospital ID,
Service_Token, and Timestamp individually, then hashes them to
form a unique anonymous credential (AC):

AC = SH A256(Patient_ID_Hash + Hospital_I D_Hash
+ Service_Token_Hash + Timestamp_H ash) (1)

This method guarantees patient identity concealment through-
out all stages of data handling and transmission.

Privacy: The proposed system ensures privacy by decoupling
identifiable patient information from the claim processing work-
flow. Instead of encrypting data, all sensitive patient data are
hashed using SHA-256 and transformed into anonymous creden-
tials, which are then stored off-chain using IPFS. This method
ensures that readable personal data is never stored in the
blockchain. Only references or hashes are recorded on-chain,
making it impossible to link transactions back to a specific patient
without external context or authorization. Thus, the following
privacy-preserving structures are achieved:

« Personal health information is never exposed on the
blockchain.
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+ Therisk of data leakage or correlation attacks is significantly
reduced.

« Patient anonymity is preserved throughout the claim sub-
mission and validation process.

This approach aligns with privacy-by-design principles and
ensures compliance with data protection requirements, making
it suitable for secure healthcare data management in insurance
claim systems.

Integrity: The integrity of data is ensured through the
blockchain’s immutable ledger and smart contract valida-
tion rules. Each transaction is verified against blockchain-stored
values. The system implements conditional checks to detect data
tampering, misrepresentation, or altered billing. The core logic
is defined as:

Valid, if data matches
Integrity_Check = blockchain records  (2)
Fraudulent, otherwise

This approach ensures that once submitted, claim data cannot be
altered without detection.

Accountability: Smart contracts log every interaction transpar-
ently, allowing for full traceability. In both patient-submitted and
provider-submitted scenarios, the system verifies claim legiti-
macy through rule-based decision-making. The accountability
validation mechanism is described as:

Valid_Claim, if criteria is satisfied

Accountability =
Fraudulent_Claim,

otherwise

3)

This ensures that every stakeholder is held responsible for the cor-
rectness of their input and actions.

Security: The security of the proposed system is established
through a layered combination of blockchain immutability,
decentralized storage, anonymous credentialing, and smart con-
tract enforcement. Rather than relying on direct encryption, the
model secures patient interactions and claim data through struc-
tural and procedural safeguards. Security validation and fraud
detection are handled programmatically through smart contracts,
which autonomously enforce predefined rules to detect anoma-
lies or misuse. This includes checks for identity spoofing, billing
inconsistencies, fake providers, and multiple claims. The overall
security model can be represented as:

SecurityModel = AnonymousCredential
+ Decentralized Storage(I PF.S)
+ SmartContractV alidation 4)
This layered architecture ensures that patient data and claim pro-
cessing are secured against tampering, unauthorized access, and

internal fraud, all while maintaining system transparency and
auditability.

7.2 | Enhancing Fraud Detection Using
Machine Learning

While the system effectively uses smart contracts and predefined
rule-based logic for fraud detection, integrating Machine Learn-
ing (ML) techniques can significantly improve its adaptability
and accuracy [56]. ML models can learn from historical claim
data, uncover hidden patterns, and detect fraudulent behavior
that might evade traditional rule-based methods.

Patient-Submitted Insurance Claims (Algorithm 2): In case
of claims submitted by patients, ML can support several critical
validation steps. During identity verification (Step 5), ML models
can analyze claim histories and behavioral patterns to generate a
fraud score. If the score exceeds a defined threshold (e.g., 80%),
the system can automatically flag the claim for further review
[57]. In billing validation (Step 15), ML can identify anomalies
in billing codes, such as duplicate charges or services inconsis-
tent with the patient’s medical history, indicating potential fraud.
Additionally, at the billing amount estimation stage (Step 19),
ML can predict expected costs based on past trends [58]. Claims
that significantly deviate from learned norms can be flagged as
inflated or suspicious.

Healthcare Provider-Submitted Claims (Algorithm 3): ML
also enhances fraud detection for healthcare provider-submitted
claims. At Step 9, ML can assess a provider’s historical behavior
to assign a risk score, highlighting those with patterns of sus-
picious activity [59]. In Step 10, ML checks whether submitted
billing codes align with the patient’s typical medical profile, flag-
ging mismatched entries as potential fraud. Finally, in Step 15,
ML models evaluate the billing amount in context with previous
claims. Unusual spikes or inconsistencies can trigger alerts for
potential overbilling [60].

ML models enable early identification of suspicious behavior,
such as unusual billing codes, inflated charges, or inconsis-
tent claim histories, and can assign fraud scores or flag claims
for further review. This not only accelerates fraud detection
but also improves accuracy and reduces the need for manual
checks. When combined with blockchain’s inherent auditabil-
ity and transparency, ML integration positions the system as a
scalable and robust solution for modern health insurance fraud
prevention.

7.3 | Interoperability of the Proposed System

The proposed system is designed for scalability and interoperabil-
ity, enabling seamless integration into health insurance infras-
tructures across various countries. By aligning with industry stan-
dards such as Health Level Seven Fast Healthcare Interoperabil-
ity Resources (HL7 FHIR), RESTful APIs, and privacy-focused
data handling, the system ensures compatibility with existing
digital health ecosystems operated by both public and private
insurers.

In the United States, major claim processing and health IT
companies such as Change Healthcare [61] and Optum (Unit-
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edHealth Group) [62] provide extensive claim management,
fraud analytics, and payer-provider integration. These platforms
increasingly support open standards and API-based workflows,
making them ideal candidates for integration with our proposed
system, and thus, can introduce anonymous credential mecha-
nisms for privacy preservation.

In Canada, digital health claims are handled through plat-
forms like TELUS Health eClaims [63], and provincial sys-
tems such as the Ontario Health Insurance Plan (OHIP) [64].
These systems operate under strict privacy legislation like the
Personal Information Protection and Electronic Documents
Act (PIPEDA) and benefit from solutions that enhance trust
and reduce fraud in both private and public insurance con-
texts. In India, health claim management is rapidly evolving
with digital initiatives like National Health Claims Exchange
(NHCX) [65]. The proposed model’s modular design and
compliance-ready architecture allow for smooth integration with
these systems.

These platforms are adopting FHIR standards and API gate-
ways to handle high-volume claims and integrate third-party ser-
vices. The proposed system, with its blockchain-based audit trail,
rule-based fraud detection, and support for future machine learn-
ing enhancements, is well-suited for scalable deployment within
such frameworks.

Looking ahead, integrating machine learning into the proposed
model will enhance real-time anomaly detection and adaptive
fraud scoring, allowing the system to respond effectively to evolv-
ing fraud tactics. Combined with its scalable infrastructure and
open integration capabilities, the proposed solution stands as a
globally adaptable platform for improving the speed, security, and
integrity of health insurance claim processing.

8 | Conclusion

The aim of this research was to develop a system that pre-
serves patient privacy and detects fraud in health insurance
claims by addressing key challenges in multiprovider environ-
ments. We designed a framework that ensures the confiden-
tiality of sensitive patient data and implements mechanisms to
detect fraudulent activities. However, the system has certain
limitations, including its inability to cover all types of fraud
and the assumption that healthcare providers are trustworthy,
which narrows its scope. Implementation results demonstrated
that the system effectively preserves privacy and manages claims
securely, with performance evaluations indicating its efficiency
in handling moderate-scale operations. While these results are
promising, scalability remains a challenge, particularly for larger
networks with higher transaction volumes. Future work will
focus on optimizing the system for larger-scale implementations,
incorporating broader fraud detection scenarios, and integrat-
ing advanced technologies such as AI and ML to enhance fraud
detection accuracy and adaptability. Additionally, techniques like
zero-knowledge proofs will be explored to further strengthen
security and ensure a more comprehensive, scalable, and intel-
ligent solution for privacy-preserving and fraud-resistant health
insurance systems.
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